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ABSTRACT

When computer systems communicate sensitive information, it
is often desirable, if not imperative, that one party know certain
properties about the other. This may be as simple as confirming
the external party’s identity, e.g. by checking a signature against
a known public key, as is ubiquitous among internet protocols.
Alternatively, one party may demand stronger guarantees before
engaging in sensitive communication. For example, it may wish
to know that the target system is reasonably secure. The target
could respond to such a request with evidence that it is running
trusted anti-malware software and routinely scanning for threats.
Perhaps this evidence is sufficient in the current context, or perhaps
the other party demands deeper evidence, such as a glimpse into
a portion of the current kernel memory, as in to detect an evasive
rootkit.

All of these activities may be generalized into the broader notion
of remote attestation, which is defined as the process in which a
computer system constructs evidence reflecting its state and/or
identity, with the purpose of convincing an external system of
its trustworthiness. For systems which communicate sensitive in-
formation, remote attestation is an essential tool for identifying
malicious or compromised actors. However, attestation evidence
can only be considered as trustworthy as the architecture it was col-
lected on. Trusted attestation demands strong memory separation
properties to guarantee the integrity of its measurements and the
confidentiality of it private keys. If an application on the system is
able to distort this sensitive attestation data without detection, then
the attestation evidence can no longer be considered trustworthy.
Thus, popular general-purpose operating systems such as Windows
or Unix derivatives form an insufficient architectural foundation as
a result of their loose and dynamic memory semantics.

Ideally, systems in need of rigorous attestation capabilities would
be built atop a separation kernel which could statically isolate sen-
sitive attestation data from the rest of the system. Existing systems
could be ported to such a kernel, but in practice, doing so would be
prohibitively time-consuming. Instead, we offer a generic solution
which accommodates a multitude of existing systems by embedding
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a general-purpose operating system into a separation kernel, and
providing attestation capabilities to both layers. Specifically, we use
seL4 as our separation kernel, and a sandboxed Linux virtual ma-
chine running under sel4 as our general-purpose operating system.
Not only is the seL4 microkernel formally verified with respect to
its specification, it has also been proven to enforce memory iso-
lation under proper configuration [1], the defining property of a
separation kernel.

Existing Linux systems are effortlessly incorporated into our
attestation architecture by dropping them into the Linux virtual
machine layer. Also present in the Linux layer is an attestation
component which is able to measure the Linux layer, but is unable
to observe the outer seL4 layer. The seL4 layer is likewise equipped
with an attestation component. However this component can mea-
sure not just its own layer, but also the embedded virtual machine.
In this schema, the Linux attestation component is responsible for
the majority of attestation, while the seL4 component is largely
relegated to routine measurements that aim to abate the afore-
mentioned concerns regarding attestation within Linux. Collecting
attestation measurements within Linux is more performant and
easier to implement than at the seL4 layer, but also less trustworthy
as a result of the lack of stringent memory separation. Conversely,
measurements made by the seL4 attestation component are highly
trusted due to the static memory isolation enforced at this layer.
Therefore, measurements made by the Linux layer may be bolstered
by coupling them with recent evidence collected by the seL4 layer
demonstrating the Linux virtual machine to be free from malicious
processes tampering with the attestation process.

Our architecture enhances trust in attestation by continually
extending trust at runtime from the seL4 layer to the Linux virtual
machine layer. We aim to extend this chain of trust backwards as
well, such that trust is not placed in the selL4 layer a priori, rather
it is derived from some check during the boot process that the
proper image is loaded into memory. Naturally, this chain of trust
would extend all the way down to some root of trust, likely a secret
hardware-specific private key. Finally, we aim to incorporate key
management into the chain of trust process, whereby a layer’s
private key is only delivered to its attestation component after it
has been measured. Ultimately, we hope to have an architecture
which both establishes trust in the boot process, but also continues
to establish trust through attestation.
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